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Quantum Secured Communications
In classical communication security is based on
computational assumptions. Quantum physics
open the door to a new avenue of research
with information-theoretic security
(QKD, OT, Bit Commitment).

Quantum 
metrology & Sensing
At the heart of quantum metrology &
sensing lies the N00N state. Quantum schemes
have demonstrated the possibility to measure
physical quantities with better accuracy than
classical system ever could (Gas sensing, dispersion,…).

Quantum Computation
With Shor algorithm threatening
the security of classical encryption,
The quest for a quantum computer
has been heavily pursued and is
making steadily progress toward
demonstrating quantum supremacy.

Quantum advantageBasics Quantum resources
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The Q-bit
The incompatible measurements in quantum systems
and the superposition principle that allows
encoding qbits on different carriers
(electrons, ions, atoms, photons),
constitute a very powerful resource.

Coherence
Coherence are at the centre of
many if not all quantum protocols and
preserving this coherence is often a challenge
(choice of carrier, use of quantum memory…)

Entanglement
The non-separability of a special
class of state permit to produce
non-local correlations that don’t
exist in the classical world.

Quantum advantageBasics Quantum resources
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Quantum communication rely on this 4 pillars: 

The non-cloning 
theorem Entanglement

Single photon
sources

Quantum 
relays
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A brief history of the NCT

o Starting point: proposal to use entanglement to 
communicate via the perfect copy of an unknown q-state.
o 1982: NCT demonstrated by Wooter & Zurek.
o 1996: Generalization of NCT by Buzek & Hillery.

Bibliography

o V. Scarani et al, Rev. Mod. Phys. 77, 1225 (2005)
o W. K. Wooters ans W. H. Zurek, Nature 299, 802 (1982)
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o “Experimental Quantum Cloning”, A. Lamas-Linares et al.
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o “Quantum Cloning with an Optical Fiber Amplifier”, 
S. Fasel et al., PRL 89, 107901 (2002)
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A No-go theorem
Problem:
One cannot measure the state         of a single system. The 
measurement of an observable A is one of its eigenstate,
unrelated to the input state.
To reconstruct         one must measure the average of 
several observables implying a statistic over many 
identical systems.
One can imagine a solution that let the unknown state 
interact with N prepared blank reference state in order 
to obtain N+1 copies of the initial state:

?

No quantum operation exists that can duplicate 
perfectly an unknown quantum state.
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A perfect Quantum Cloning Machine

Quantum
Cloning

Machine

state to be cloned

empty state

Initial state preserved

perfect clone?

Where operator U performs unitary transformation

How to quantify the quality of the Q-cloning machine?

We simply need to calculate the overlap of the input/output state (fidelity):
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NCT easy proof
1) The goal is to achieve the following operation:

State to be 
cloned

Empty state Perfect 
clone

is unknown but defined in the computation basis 

2) Let’s assume U is the “perfect cloning operator”:

U

U unitary and universal
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NCT easy proof
3) Now what about a Q-bit state?

Linearity simply gives:

Instead of the expected:

Hence, such an operator U cannot exist.
An unknown quantum state cannot be 

cloned, but the basis states can be! 
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NCT easy proof

Conclusions:

o No violation of Heisenberg’s relations
o Possibility to distribute secret keys for cryptography

However, can we do something?

o Can we extract some information?
o At the price of non perfect cloning?

Homework:
Can you calculate the fidelity of 2 different strategies for unperfect 
cloning? (Measure H/V resend H/V or send H/V randomly)
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Entanglement in short

The tensor product of 2 qbits can be written: 

There are some 2 qbits state that cannot be written as such 
called entangled states:

2 qbits Bell state basis
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Entanglement Photon Pair Source (EPPS)

First experimental realization:
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Entanglement Photon Pair Source (EPPS)
Many other experiments followed:

Kwiatt et al. (1995)

o Increasing brightness.
o Getting more compact.

PPLN waveguide
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Entanglement Photon Pair Source (EPPS)
SPDC sources with PPLN waveguides:

Transcriber from ET to Pol:
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Entanglement Photon Pair Source (EPPS)
SPDC sources based on type II 
performances :

EPPS performances :

Brightness is defined as the number of photon pairs 
/s /mW /MHz

Type II is a very narrow process so the pair rates 
are usually limited
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Entanglement Photon Pair Source (EPPS)
EPPS based on          performances:
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Single Photon Source (SPS)
Ø Basic operation principle 

SPS ……………

Repetition rate & probability 
of collection

o P1: probaP0: probability of no photon at all
o bility of exactly 1 photon
o P2: probability of having 2 photons
…

Prime features

Ø Different types of “true” SPS
• Single molecules
• Single semiconductor device
• Single NV center in Diamond
• Isolated ion/atom

NV center Q-dot

Ø Heralded SPS
Based on photon pair creation in nonlinear crystal
Spontaneous parametric down-conversion

pump
signal

idler
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HBT a bright idea for astrophysics

Ø What for?
First measurement of the angular diameter of a star.
Interferometric-like configuration with indistinguishable paths, insensible to atmospheric fluctuations.

R. Hanbury Brown and R. Q. Twiss, Nature 177, 27-32 (1956) A. Martin et al., EPL 97, 10003 (2012) 
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Classical description of the autocorrelation function
Practical examples:
o Coherent state

o Thermal state
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quantum description of the autocorrelation function
Simple 2-level system:
o Single emitter

Great !

Rate equations show:

0
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Summary
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True SPS using NV center in diamond
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True SPS using NV center in diamond

Increasing the single photon rate 
comes at the price of decreasing 
the quality of
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Heralded SPS using NL optics
Ø Specificities of HPS:

o Reduces both empty pulses and detection 
noise.

o Reduces the emission to sub-poissonnian
statistics.

o Emission regime is asynchronous.
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Heralded SPS using NL optics
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Heralded SPS using NL optics

From this old comparison table  
we can see that over a 10 years 
effort we notice a quick saturation 
in the achievable heralding rate… 

How to go beyond those 
results?



Introduction Cryptography QKD Commercial QKD Hardware Q. Networks

Quantum advantageBasics Quantum resources

Heralded SPS using NL optics

The solution was to increase 
dramatically the repetition rate!
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Heralded SPS using NL optics
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Context of today’s quantum communication
Ø Exploiting single qbits and ebits
Distribution of quantum bits of information using single photon and entangled photon pair sources 
over long distances.

SPS

EPPS

EPPSBSMSPS

EPPSBSMEPPS

d, t

d/2, t1/2

d/3, t1/3

d/2, t1/2

d/3, t1/3 d/3, t1/3

d/4, t1/4 d/4, t1/4 d/4, t1/4 d/4, t1/4

a)

b)

c)

d)
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Context of today’s quantum communication
Ø Exploiting single qbits and ebits
One can show that with N sections of length d/N the probabilities of a true and false detection are:

Collins, D., N. Gisin et H. De Riedmatten. 2005, «Quantum relays for 
long distance quantum cryptography», J. Mod. Opt., vol. 52, p. 735–753 
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QKD – Protocols

Discrete Variable QKD
• BB84
• BBM92

Continuous Variable QKD
• Gaussian Protocols
• Discrete-Modulation Protocols

Distribute Phase Reference QKD
• COW
• DPS
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• 𝑎!, 𝑎", 𝑏 ∈ 0,1 chosen 
randomly 

• Need classical 
communications channel to 
compare 𝑎", 𝑏

• Only use outcomes where 
𝑎" = 𝑏 – called sifting

• Repeat many times to build 
up key

Alice Bob

𝐻

𝑏
𝜌$

𝑍

C. H. Bennett and G. Brassard. "Quantum cryptography: Public key distribution and coin 
tossing". In Proceedings of IEEE International Conference on Computers, Systems and 
Signal Processing, volume 175, page 8. New York, 1984
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BB84 Review – Eve Attacks
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• Can expect error 𝛿 = 25% (? 
Correct 50% of the time)

• Alice & Bob need to publicly 
announce some bits to 
determine error rate – stop if 
too high



BB84 Questions

This description raises some questions for implementation
• What if Eve performs another type of attack?
• What happens if Eve performs a collective attack?
• What happens if Eve has some sort of memory?
• How does this work across lossy channels?
• Experimental imperfections – loss, device imperfections, etc?
• What happens if Eve isn’t confined to her box?
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“…power supplies make noise, and not the same noise for the 
different voltages needed for different polarizations... Thus, 
our prototype was unconditionally secure against any 
eavesdropper who happened to be deaf!” – Gilles Brassard, Brief 
History of Quantum Cryptography: A Personal Perspective, quant-
ph/0604072



QKD Protocols – BB84 vs BBM92
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Integrated Switches

• Resource sharing and scalability
• Detection, time tagging and 

switching can be centralised

• N fibres instead of !
"
𝑁 𝑁 − 1

• Reduced resources for fully 
connected graph

• Trusted node not required

• Cheap transmitters give access to 
quantum secured network

MDI QKD for Networks



































Combining both solutions to improve scaling



Entanglement-based QKD 

There are many different quantum protocols for key distribution. The entanglement-
based protocols are the only ones offering the unique feature of sharing of sharing 
a key between all users of a given topology without having to establish a physical 
link. They all inherit the correlations by being connected to the same source of 
entanglement.



Thank you for
your attention !

Let's keep in touch !
LinkedIn → Djeylan Aktas, PhD

E-mail →  Djeylan.aktas@savba.sk
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